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Abstract: Information security is most important work in current environment. Internet is widely using in each corner of the world. So to 

protect the data from unauthorized access effective intrusion detection system have to implement. To improve the accuracy and decrease 

the false alarm rate of intrusion detection system we are applying data mining techniques. The main objective of data mining technique to 

retrieve the data from huge data set and convert into understandable structure so that it can be use in future also. So in this paper various 

data mining techniques such as clustering, classification and association rules are explained that are being used for such purpose to be 

useful for analyzing network traffic. Positive points and negative points of data mining techniques are discussed in this paper. 

Keywords: data mining, intrusion detection, genetic algorithm, neural network, Fuzzy logic, K-mean, C4.5 decision tree, KDD cup 99 

Dataset. 

——————————      —————————— 

1. Introduction:  
 

An intrusion detection system (IDS) analyzes network traffic 

and monitors for unauthorized activity and alerts to the 

network administrator. In some cases the intrusion detection 
system may also reply to attack by taking action such as deny 

the user from using the network .Intrusion detection system 

come in a different of ways and approach the goal of detecting 

malicious traffic in different ways. 

 

NIDS: 
 

Network Intrusion Detection Systems are deploy at a crucial 

points within the network to monitor traffic in the Network. 

We should scan all incoming and outgoing traffic; however 

doing this it might generate a bottleneck that would damage 

speed of the network. 

 

HIDS: 
 

Host intrusion detection systems are executed on individual 

devices. A HIDS check the incoming and outgoing packets 
and alert the user or administrator of attack is identify. 

 

Signature Based: 
 

Signatures based IDS check packets on the network and 

compare them to a signatures or attributes from known  

 

 

 

 

suspicious threats. The problem is that when the new threat is 

come with new signature which is not in IDS database then ids 
is unable to identify to detect.  

. 

 

Data mining: 
 

Data mining is defined as the process of extracting useful 

information from the large databases. Data mining analyses 
the observed sets to discover the unknown relation and sum up 

the results of data analysis to make the owner of data to 

understand. Hence data mining problems are considered as a 

data analysis problem. Data mining framework automatically 

detect patterns in our data set and use these patterns to find a 

set of malicious binaries.ie, Data mining techniques can detect 

patterns in large amount of data, such as byte code and use 

these patterns to detect future instances in similar data [3]. 

 

Classification:  
 
Classification is a form of data analysis which takes each 

instances of a dataset and assigns it to a particular class. 
 

Clustering: 
 

The amount of available network data is too large hence 

human labeling is time-consuming and also expensive. The 

process of labeling data and assigning into groups (clusters) is 

known as clustering. The members of same cluster are quite 
similar and members from the different clusters are different 

from each other. 

 

3. Various data mining techniques to 
enhance intrusion detection system: 
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A. Genetic Algorithm: 
 

Genetic algorithms are search technique used to find solution 

to problem. Operation analogues to biological mutation 

selection and crossover are used to evolve and improve the 

solution [1]. 

Mutation is where random bits in an individual are randomly 

changed .Crossover is where two individual swap sequences 

of bits to form to new individuals. 

Selection is where individuals that have better fitness are 

chosen to be parents. The fitness of an unfitness function, 

which determines the quality of particular individuals. 
Calculate the fitness of the fuzzy rule the proposed fitness 

function is used to optimize the rules. 

To classify the data author use fuzzy algorithm instead of 

decision tree because fuzzy rule has an advantage over 

decision tree. In this paper genetic algorithm is used which is 

well known searching technique it will optimize the result of 

fuzzy rule set by the basic operations crossover and mutation. 

Testing on the KDDCUP 99 dataset false positive is 0.13, 

false negative is 1.55 and detection rate is 98.72. 

 

B. Inductive Rule Generation: 
 
It is a rule learning program, quickly and Generates concise 

rule sets. One of the attractive  feature of this approach is rule 
set which is generated by this approach is simple to 

understand; therefore a security analyst can verify it. 

 

C. Neural Networks: 
 

The application of neural networks for IDSs has been defined 
by a number of researchers. Neural networks give a solution to 

the problem of modeling the users’ behavior in anomaly 

detection as they not require any external user model. Neural 

networks for IDS were first introduced as an alternative to 

statistical techniques in the intrusion detection expert system 

(IDES) to model. With earning by example approaches, 

attack”signatures” can be extracted automatically from labeled 

traffic data. 

 

D. Fuzzy Logic: 
 

We used a trapezoidal shape to measure a probability of being 

an attack identified by each attribute. The fuzzy logic is 

encoded into four parameter which a,b,c and d. 

 

 
If b<=data<=c then 

        Prob=1.0 

Else if a<data<b then 

        Prob=(data-a)/(b-a) 

 Else if c<data<d then 

         Prob=(d-data)/(d-c) 

    Else 

          Prob=0.0 

    End if  

 
So detection rate is 98.56% and false alarm rate is 1.55%. 

 

 

E.K-Mean: 
 

K-means is one of the clustering method which is simplest  
unsupervised learning algorithm .The K-mean algorithm takes 

the input parameter, k, and partition a set of n objects into k-

cluster so that the resulting intra cluster similarity is high but 

inter cluster similarity is low. 

 

 

 
But the combination of the fuzzy k-mean gives the effective 

IDS to identify the attack. So the detection rate is 95.87% and 

false alarm rate is 2.124%. 

 

F. Decision Tree: 
 

• Classify the data using C4.5 decision tree algorithm. 

• The advantage of C4.5 that it gives maximum 

detection rate. 

• Steps followed in C4.5 decision tree algorithm…  

 Construct a decision tree. 

 Extract classification rule. 

 Determine network behavior. 

 

1. Constructdecisiontree: 
 

At each node of the tree, C4.5 chooses the attribute of the data 

that most effectively splits its set of samples into subsets 

enriched in one class or the other [3]. The splitting criterion is 

the information gain (difference in entropy). The attribute with 

the highest normalized information gain is chosen to make the 

decision. 

 

2. Extract classification rule: 
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For decision tree each branch represent a test output, and each 

leaf node represent category. We just follow each path from 

root node leaf node, the conjunction of each attribute value 

constitutes the antecedent of rules, and the leaf node 

constitutes the consequent of rules. So decision tree can easily 

be converted into IF-THEN rules. 
 

3. Determine network behavior: 

Check whether it intrudes or not according to classification 

rules. 

So this algorithm give the detection rate is 99.36% and false 

alarm rate is 9.46%. 

4. Result Evaluation Parameter: 
 

Detection rate: correctly classify attack data from total attack 

data. 

 

DR=TP/ (TP+FN) 

 

False Alarm Rate: correctly classify normal data from total 

normal data. 

 

FAR=FP/ (FP+TN) 
 

Where TP is true positive, TN is true negative, FP is false 

positive, and FN is false negative. 

 

5. Conclusion: 
 

This survey paper presented about the various data mining 
technique which is apply on the intrusion detection system to 

enhance. Different –different data mining technique give the 

different results so after doing comprehensive survey we can 

take decision that which technique we have to apply on IDS so 

that it can detect attack correctly. 
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